








o

o

o

o

o











•

•

•

•



•

•

•





•

•

•



•

•

•



•

•

•









•
•

☺



Copyright © 2023 by Gravic, Inc. 20

Shadowbase Validation Architecture (VA)

New architectures from Gravic Labs to stop malware (and ransomware) 

in their tracks

*** Future/Rapidly Evolving Technology ***
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Tx. 1’Tx. 1

Redundant, independent processing
Validation Architectures to Improve Data Integrity

Key properties

• Applications active on all nodes

• Transactions are duplicated to all 

nodes

• Redundant processing of each 

transaction occurs at each node

• Validation of outcomes

Key benefit

• Optimized to maximize Reliability & 

Data Integrity

Application

Transaction Outcome

Tx. 1

Tx. 1’
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Clients

User Transaction

Validation Architectures

• Level 0 – Periodic Transaction Validation

• Level 1 – Asynchronous Transaction Validation

• Level 2 – Synchronous Transaction Validation

All leverage a Transaction Duplicator

…which can be part of the application

Three Key Levels: 0, 1, and 2

\Left \Right

User TransactionUser Transaction

Transaction 

Duplicator
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Transaction Duplicator to Two Separate Nodes
Level 0: Periodic Transaction Validation

• Perform periodic database compares

• Use Shadowbase Compare to ensure 

data integrity

Periodic Database 

Compares

Clients

User Transaction

\Left \Right

User TransactionUser Transaction

Transaction 

Duplicator
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Transaction 

Duplicator

Transaction duplicator to two separate nodes
Level 1: Asynchronous Transaction Validation

Like Level 0, with two additional 

features

1. Indicia is calculated, exchanged, 

and compared for each transaction

2. Therefore, mismatches are 

detected faster and can trigger 

events to resolve the mismatch

Provides near real-time, but after 

the fact, data integrity problem 

detection

Clients

User Transaction

\Left \Right

Per Transaction (TX)

Exchange Indicia,

Detect & Report Anomalies

User TransactionUser Transaction
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Transaction 

Duplicator

Per Transaction (TX)

Join TX, Exchange Indicia, 

Vote on TX

Transaction duplicator to two separate nodes
Level 2: Synchronous Transaction Validation

Like Level 1

1. Indicia is calculated and exchanged

2. Mismatches are detected and can 

trigger events

3. Provides real-time data integrity 

problem detection

Plus, when exchanging indicia (#1 above), each 

node votes on the outcome of the TMF 

transaction before the transaction is allowed to 

commit

Prevents data integrity problems in 

real-time

Clients

User Transaction

\Left \Right

User TransactionUser Transaction
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Adding Continuous Availability to 

Validation Architectures
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Validation architecture extension for improved availability and data integrity
Dual Server (DSR) vs. Triple Server (TSR) Reliability 

Dual Server Reliability Triple Server Reliability

TSR

Loss of a single system:

• Preserves BC

• Preserves VA

DSR

Loss of a single system:

• Loses BC

• Loses VA
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Use Case POC

High integrity voting system
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Remark 

Instance 1

Solution: A voter-facing scanner uses Gravic software to 

‘score’ the ballots

Preventing Election Fraud – Balloting GOLD Standard

3 Process/validate 

images

1

Marked ballot 

scanned by voter
2

5

Print reports 

after polls close

Voter-Facing Scanner and Gravic software at precinct

Yes 

Write to disk

No 

Return for self-

adjudication

4

Voter fills 

out paper 

ballot 

Valid?
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GUID 1

GUIDs 1-100

5

Firewall
System at 

Precinct 1

Preventing Election Fraud – The PLUS Part

4 Cloud Center 1

3

4 Cloud Center 2

5

2

3

Ballot Master DB

Ballot Master DB

Transaction 

Log \A
7

6

HPE NonStop SQL/MX

GUID 001

GUID 002

…

GUID 100

Node \A

Transaction 

Log \B
7

HPE NonStop SQL/MX

GUID 001

GUID 002

…

GUID 100

Node \B

6

VOTED

VOTED

VOTED

VOTED

VOTED

VOTED

Ballot unique IDs (GUIDs)

recorded in Ballot Master 

DBs upon printing

1

Validation 

Software

Solution: A redundant back-end uses ballot-unique IDs in VA
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Voter Facing 

Scanners

Voters fill out paper ballots, 

millions of them…

Preventing Election Fraud – Recent testing…

Ballot Tabulation Between Private and Public Clouds

ODBC/MX

Upload 

Process

\VALIDATION Public Cloud 

running in GCP, Azure, [AWS]

Firewall

\PRODUCTION Private Cloud 

in Brick & Mortar Datacenter

Shadowbase 

VAM

Transaction 

Validation

AppApp
App

HPE vNonStop

SQL/MX

Precinct 

Manager 

Systems

Completed 

Ballots

After 

Polls Close
AppApp

App
HPE vNonStop

SQL/MX
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VA POC Video Overview

bit.ly/3LVN9d0: (3m:07s)

https://bit.ly/3LVN9d0
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Thank you!
SBProductManagement@Gravic.com

mailto:SBProductManagement@Gravic.com

