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Executive Summary
The costs of prolonged downtime of critical business IT systems are significant
(potentially to the point of shuttering the company). This significance is compounded
by the fact that the many events that can lead to such outages are not rare; it is a case
of when, not if.
It is not so bad if you have a complete, documented, and well-tested business
continuity plan in place. Maybe you think that you do, but the data does not support
this thinking; unfortunately, many companies are operating with the mistaken belief that
their business continuity plan will work when the time comes.
The first step is to make sure that this way of thinking does not apply to your company!
You need to ensure that your business continuity plan completely documents all facets
of the recovery process, and then (of course) regularly exercise it in practice.
In order to complete a thorough business continuity plan, the IT architecture to be employed in order to maintain
services in the event of an outage (planned or unplanned) must be selected. 1 This paper describes several,
from classic active/passive, through sizzling-hot-takeover (SZT), to active/active, using HPE Shadowbase2
asynchronous and synchronous data replication. Many users never get beyond basic active/passive, but this
architecture has many issues that can prevent a successful and timely failover. It is difficult to test and suffers
from failover faults. Consequently, this model is reactive, risky, and provides a false sense of security. The
more sophisticated business continuity solutions (SZT and active/active), while marginally more complex and
expensive to implement, when looked at through the lens of total cost of ownership (TCO), are in fact far more
cost-effective. If you are running an active/passive architecture, it will probably only take one outage during
peak processing hours to find this issue out the hard way.
Asynchronous SZT and active/active configurations are far superior to active/passive, and should be the
minimum solution chosen. Why? Because we believe all business environments can run at least at SZT if not
fully active/active. However, when run in an asynchronous mode, these configurations also have issues, some
data loss (in both cases, although active/active is 50% less than SZT), and possible data collisions
(active/active only). It may be that for your applications, one or other of these solutions is perfectly good
enough. Nevertheless, for some, even SZT or active/active is not good enough, for example, those applications
where no data loss is acceptable, or which must be 100% available but cannot employ an active/active
architecture because data collisions cannot be tolerated or avoided. For these applications, HPE Shadowbase
synchronous replication offers a solution, eliminating both data loss and data collisions. 3
The solution is in your hands, the attention grabbing headlines never need to apply to your company. Make
sure that your business continuity plan is based on more than more than just faith, and that you know for a fact
that it works because you have exercised it regularly. Choose the appropriate business continuity architecture
and data replication solution that has the necessary attributes to eliminate the risk of your company suffering
large costs due to an IT outage (which should be at least an SZT configuration). Then, you do not have to rely
on crossing your fingers and hoping all will be well!

1

For more information, please see the Gravic Shadowbase white paper, Choosing a Business Continuity Solution to Match Your Business
Availability Requirements.
2
Please visit ShadowbaseSoftware.com.
3
Please contact Gravic for the future availability of synchronous replication on various platforms and database environments.
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The Costs and Risks of Extended Downtime
Like it or not, “stuff happens.” The occurrence of events that threaten the continued availability of IT services
are not infrequent. Figure 1 shows the types of events and their frequency that have caused extended IT
outages in the past.
For the unprepared, such
incidents will take down systems,
and
the
online
business
processes of the company, both
internal and external, will come to
a halt. You may think that such a
circumstance could never happen
to you because you are well
prepared, but the statistics tell a
different story.

Cause/Type of Outage
UPS system failure
Human error
Cyber crime
Weather related
Water/HVAC failure
Power outage/generator failure
IT hardware failure

Percentage of Cases (%)
24
22
18
12
12
7
4

Figure 1 – “Stuff Happens” – Frequency and Causes of IT
Outages4

Figure 2 shows the incidence of
unplanned datacenter outages across a range of industries over the prior 24 months: 91% of respondents
indicated they had experienced an unplanned datacenter outage. In fact, the average number of complete
datacenter outages found by this study was 1 per year, with an average duration of 91 minutes.

Figure 2 – Have You Experienced an Unplanned Datacenter Outage in the Past 24 Months?4
What is also somewhat surprising is that these outages are not limited to non-mission critical types of
applications, where it might not matter so much. Figure 3 and Figure 4 show the number of complete datacenter
outages and their duration by industry segment, over a 24-month period. Industries such as Financial and
Healthcare, where one would presume that continuous availability of IT systems is absolutely critical, show
incidence of outage numbering almost two and three, with average periods of 73 and 122 minutes, respectively.
Note that these outages are complete datacenter outages, not just individual systems!

Source: Ponemon Institute – 2013 Study on Data Center Outages.

4
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Figure 3 – Frequency of Complete Datacenter Outages by Industry Segment During the Past 24
Months4

Figure 4 – Duration of Complete Datacenter Outages by Industry Segment (Minutes) 4
So you have an outage, so what? For businesses that depend upon IT to provide services to their customers,
or to perform in-house processes (which in today’s day and age is just about every business to some extent
or another), unavailability of IT systems will incur a cost. That cost will vary depending upon the nature of the
business and the duration of the outage. Some average costs per hour of downtime across various industries
are shown in Figure 5.

Gravic, Inc. White Paper

Page 5 of 18

Fingers Crossed? Or What is Your Business Continuity Plan for the Inevitable?
Obviously these monetary costs are non-trivial, to
say the least. The 73-minute outage for the financial
sector costs an average of $1.8M. But, beyond the
immediate monetary costs, as bad as they are, there
are further hidden ramifications which could have
even worse consequences for the company:







Threats to human health and safety (e.g.,
for healthcare providers and emergency
services)
Legal, regulatory, and contractual
compliance exposure
Loss of customer/partner/supplier
confidence and loyalty
Reduced employee productivity
Negative publicity impacts brand integrity
and corporate reputation
Missed commitments and associated
liabilities and penalties

And no CEO wants to see these kinds of headlines
about their company all over the news (Figure 6).

Healthcare

$636K

Retail

$1.1M

Financial

$1.5M
M

Manufacturing

$1.6M
M

CME
Average

$2M
$1.4M per Hour

Figure 5 – Average Cost per Hour of
Downtime for Various Industries
(Sources: Network Computing, the Meta Group, Contingency
Planning Research)

Figure 6 – Who Says There Is No Such Thing as Bad Publicity?
But wait, it gets worse! The ramifications of extended outages can be so severe as to actually put a company
out of business:




93% of companies that suffer a significant data loss are out of business within five years.5
60% of companies that suffer a disaster and have no recovery plan are out of business within three
years.6
40% of companies without access to data for 24 hours go out of business. 7

5

Source: U.S. Bureau of Labor
Source: Univ. of Minnesota
Source: Eagle Rock Ltd. Continuous Planning and Mgt. Survey

6
7
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Is Your Business Paying Enough Attention?
These statistics are all sobering. Perhaps you think that your business is protected against outages by a
thoroughly resourced and tested business continuity plan and redundant IT infrastructure, so industry-grabbing
headlines of an extended outage involving your company are impossible, or at least very unlikely. Again, this
belief is not borne out by the 2013 Ponemon Institute survey4, which found that:







Only 36% believe they utilize all best practices in datacenter design and redundancy to maximize
availability
Less than half (44%) believe datacenter availability is their highest priority
Only 38% agree there are ample resources to bring their datacenter up and running if there is an
unplanned outage
Over two-thirds (68%) agree that availability has been sacrificed to improve efficiency or reduce
costs
Less than half (41%) believe senior management fully supports their efforts to prevent and manage
unplanned outages
Most telling of all, 52% believe all or most unplanned outages could have been prevented

These results tell us that the management support and resources necessary to prevent prolonged outages are
not being applied in practice. Hence outages are still occurring, many of which could have been prevented.

Figure 7 – Perception vs Reality Regarding IT Failure Preparedness 8
This issue of perception not equating to reality is also seen in the results of another study (Figure 7). While
82% of respondents are confident they are protected against outages, only 65% have sufficient 24x7 technical
support coverage. How do the other 35% think they are actually going to execute their business continuity plan
when needed if qualified and trained support personnel are not available? In addition, 87% of respondents are
confident they are protected against data loss, but only 54% actually test that assertion including the folks that
actually use and update that data.
There are further telling results which highlight the disconnect between belief that sufficient IT procedures are
in place should failures occur, and the reality (Figure 8).
This disconnect exists even in the banking industry, which is among the most demanding in terms of system
availability, service level agreements, and audit compliance requirements:




8

11% do not perform backup/restore testing
18% do not have a fully documented DR plan
20% perform no internal audit of their procedures

Source: 2012 IBM Global Reputational Risk and IT Study. Global survey of senior executives across all industries.
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Figure 8 – How Prepared Are You, Really?8
How can 18% of banks have no fully documented DR plan? Additionally, the banking industry is actually in
better shape compared to the average across all industries, where one third do not have a documented DR
plan!
To summarize, IT outages are not uncommon, they will happen, and when they do, the consequences can be
dire for the business. In addition, when they do happen, you may well find that your company is not as well
protected to handle the event, as you would like to think it is.
However, it does not have to be so. There are ways to ensure that your company is well protected against
these circumstances, you can continue operations with little if any disruption, provided you put the necessary
IT infrastructure, resources and procedures in place to meet your availability goals, and test them regularly. It
takes focus, investment, and planning.

Business Continuity Architectures: Pros and Cons
We will look at what is necessary to ensure your company does not end up in the headlines with a
sensationalistic anti-availability storyline. Ultimately, an understanding of the total cost of ownership of the
various business continuity architectures is required, so you can make an informed decision as to the best
solution to meet your availability goals. To that end, we must first introduce the various business continuity
technologies, and the differences between them.
A couple of terms must be understood to help illustrate the differences between business continuity
architectures:
1. Recovery Point Objective (RPO). This is the maximum acceptable amount of data loss arising from an
outage of an active system. In practice, it is the data updated in the period between the last time the
data was saved to (remote) recoverable media, and the point of failure.
2. Recovery Time Objective (RTO). This is the maximum acceptable time for recovery from an outage.
In practice, it is the period between the time of failure and the point at which services are restored to
an acceptable level.
The different business continuity architectures offer different capabilities with respect to RPO and RTO. We
will briefly look at each of these major architectures.9 10
Asynchronous Active/Passive – Classic Disaster Recovery
In this architecture, all transactions are executed on a single system (the active node), and the database
updates are replicated asynchronously to a backup system (the passive node). In the event of a failure of the
active node a failover to the backup node is executed, users are switched to the backup node, the applications
are brought up with the local (synchronized) database open for read/write access, and processing resumes.

9

For a much more detailed description of the various business continuity architectures, see the Gravic white paper, Choosing a Business
Continuity Solution to Match Your Business Availability Requirements.
10
Note that each of these architectures use asynchronous replication, where there is a slight delay between when the data is updated on
one system, and is safely stored on another system.
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The key issues with this architecture are:









All users see the outage and need switched to the backup node. All in-flight transactions will fail and
require re-submission.
There is more data loss (higher RPO) than the other architectures we will consider.
It is very difficult to test the backup node and failover procedures. This testing requires an outage of
the primary node and may take a long time, and so failover testing is very often not performed at all or
not to completion if it is attempted (because it takes longer than the available or scheduled outage
window). It is also possible that restarting the production system after the test has completed may not
work, another reason why testing may not be performed fully. Hence, this architecture is risky, the
state of the backup system is not really known, and failover faults may occur and the failover may be
unsuccessful, or at least take a long time. Because of this uncertainty, management is often slow to
initiate a failover in the first place, further delaying recovery after the primary node fails. Consequently,
this architecture has the possibility (probability) of a high RTO, several hours or even days.
Testing costs are high (the process of halting the primary system, failing over to the backup, and then
failing back to the primary, is time-consuming and resource intensive). Per test, average costs were
cited of $30K-$40K, or even as much as $100K. 11 Again, this fact results in limited testing and
increased risk.
The capacity of the backup system is under-utilized.
Depending on the data replication product used during replication, the backup database may be
inconsistent with the primary and hence, using it even for read-only access during this time may not
be feasible.12

While a basic active/passive architecture offers some protection, it is by no means the best solution. It should
really only be considered as a starting point, or used for non-mission critical applications.
Asynchronous Active/Almost-Active – Sizzling-Hot-Takeover (SZT)
While looking almost the same as a classic active/passive architecture, SZT has one difference that makes it
a much better solution. That difference is that while all transactions are still routed to a single active node, the
backup node has the applications already up-and-running, with the local database open for read/write access.13
The key benefit that this architecture confers vs classic active/passive is to obviate the uncertainty around the
state of the backup system. Since the applications are up and running on the backup node with the local
database open read/write, it is easy to send test transactions to validate the backup system at any time, with
no impact to the active system. Hence, the backup system can be regularly validated, and becomes a knownworking system (it is, to all intents and purposes, a fully active system, with the exception that it is not
processing online transactions). If (and when) an outage occurs of the primary node, the decision to fail over
can be made immediately, with confidence that failover faults will not arise, and the failover will succeed quickly.
Therefore, this architecture gives a much better and repeatable RTO for SZT vs classic active/passive
architectures.
One other difference of SZT vs basic active/passive architectures is that HPE Shadowbase bi-directional data
replication is configured between the active and passive nodes. With this setup, on a failover, all changes to
the database on the backup node will be queued. As soon as the down node is recovered, HPE Shadowbase
replication will automatically replay the queued updates to bring the two databases back into synchronization.
This replay re-establishes backup protection quickly, and allows for faster fail back to the recovered node if
required.
SZT does still suffer some of the same issues as classic active/passive however (all users see the outage and
are affected; more data loss; under-utilization of backup capacity). However, it is an excellent solution when a
fully active/active configuration is not possible, and much, much better than classic active/passive. (There is
really no reason why everyone should not be using an SZT architecture as opposed to classic active/passive.)

11

Gartner Infrastructure Summit, June 2011.
This inconsistency is not the case with HPE Shadowbase data replication, which maintains transactional consistency between the active
and backup databases during normal operations.
13
Not all data replication products allow the backup database to be open for application read/write access during replication, but
Shadowbase solutions have no such restriction.
12
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Asynchronous Active/Active – Partitioned
In a partitioned active/active architecture, the applications are active on all nodes, transactions are routed to
all nodes, and each node has a copy of the database that is kept synchronized by HPE Shadowbase bidirectional data replication. However, the data is partitioned such that transactions are routed to a specific
node based on some key in the data. For example, the database may be split by customer name, and all
transactions for customers A-M are executed on one node, and customers N-Z on the other. This architecture
brings most of the benefits of active/active, but avoids one of the biggest potential issues, data collisions (where
the same record is updated simultaneously on multiple nodes, resulting in data inconsistency that must
ultimately be identified and resolved).
The benefits of this architecture compared to classic active/passive and SZT for a two-node configuration are:







On outage, only half of the users are affected and need to be switched. The other half of users see
no outage at all, i.e., better RTO.
Only half the in-flight transactions will fail and require re-submission.
There is about half as much data loss (in a two-node configuration). i.e., better RPO, because only
the updates in the replication stream on the failed node are lost. The updates in the replication
stream on the remaining node(s) are unaffected, and will be replayed once the down node is
recovered.
There are no testing costs/issues, and no failover faults. All systems in the configuration are known
to be working at all times (also true for SZT).
The capacity of the backup system is better utilized.

There are still some issues however:




Not all applications/data can be partitioned
Because transactions must be routed to specific nodes, imbalanced load distribution is possible
As for any active/active solution, it is more complex to implement and manage

Asynchronous Active/Active – Route Anywhere
There is always a price to pay of course, and in this case, it is the possibility of data collisions. For some
applications data collisions may be practically impossible (for example, it is highly unlikely the same
credit/debit/ATM card would be used simultaneously for multiple transactions). However, if collisions are
possible, they must be dealt with. HPE Shadowbase data replication includes functionality to automatically
detect, report, and resolve data collisions. User exits are also provided to enable more sophisticated
processing of data collisions if necessary. Figure 9 helps to visualize the difference between these various
architectures with respect to the parameters of RPO and RTO.14

Note that with respect to RTO and RPO, there is no difference between Asynchronous Active/Active – Partitioned and Asynchronous
Active/Active – Route Anywhere.

14
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Better Recovery Point (RPO)

Async
Active/Active

Async
Active/Passive

Async SizzlingHotTakeover

Better Recovery Time (RTO)

Figure 9 – RPO and RTO for the Various Business Continuity Replication Architectures

Business Continuity Architectures: Total Cost of Ownership
There is another way of looking at the various business continuity architectures which provides a more striking
view of the differences between them and hence, their relative benefits, and that is to look at the total cost of
ownership (TCO). It is true that active/active configurations are more expensive and complex to implement,
but when looked at through the lens of TCO, these issues pale into insignificance.

1

Worst case: with failover faults, management indecision, etc.
2

Best case: with no failover faults, prompt management action, etc.
3

Possibly slightly longer depending on network switching.
4

Half of users see no outage at all (less than half if > 2 replicated nodes)
Figure 10 – Estimated Service Unavailability Costs for a Financial Application
Using the average cost per hour of downtime for a financial application of $1.5M/hour (Figure 10), and making
some informed estimates about typical periods of recovery time (RTO), we can estimate actual outage costs
for the various business continuity architectures (Figure 11).
What is glaringly obvious is that basic active/passive architectures are very expensive when looked at in terms
of TCO. They may be easier and cheaper to implement, but when outages do occur, they are likely to cost you
much, much, more in the long run. Even in the best case for a well-tested system and a trouble-free failover,
basic active/passive is still going to be ~20 times higher in outage costs compared to an SZT configuration.
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For a worst case scenario (much more likely given the difficulties of testing and probability of failover faults as
previously discussed), it is ~36 times more costly at ~$4.5M per outage.

Figure 11 – Estimated Service Unavailability Costs for a Financial Application
The cost differences become even more apparent when viewed graphically (Figure 11). Given the marginal
incremental cost and complexity, coupled with the significant decrease in potential outage costs, there is really
no reason why anybody should run that risk and not move immediately from an active/passive to an SZT
architecture. Figure 10 and Figure 11 also illustrate just how good an SZT setup is even compared to an
active/active implementation, when viewed solely in terms of RTO performance. There are of course other
benefits of active/active vs SZT, as discussed above.
As well as the cost of downtime, there is also the cost of lost data, as shown in Figure 12. Even though data
loss (RPO) goals based on the average value of a transaction may appear acceptable, some transactions
(data) are much more valuable than others and cannot be lost, period:





Healthcare – lost dosage records result in patient overdosed on medication
Manufacturing – car manufacturer can tolerate short production line outage, but cannot lose data
regarding bolt torque settings, etc., for fear of lawsuits in case of accidents
EFT – some transactions are worth $M, even if the average transaction is much lower
Stock Trades – like EFT, some transactions are worth $M, and stock price is based on previous
trades (none can be lost)

Therefore, RPO goals must be set based not on the value of an
average transaction, but on the value of the most expensive/critical
transaction. If the cost of losing the most valuable/critical data is
very high, then an active/active architecture is the best solution,
since it has the best RPO characteristics (least data loss).

1

Source: Monetate 2012
Source: European Central Bank 2011
3
Source: Canadian Payments Association 2011
4
Source: London Stock Exchange 2012
2

Figure 12 – Average Cost per
Transaction of Lost Data for Various
Industries
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As well as the cost of downtime, there is also the cost of lost data, as shown in Figure 12. Even though data
loss (RPO) goals based on the average value of a transaction may appear acceptable, some transactions
(data) are much more valuable than others are and cannot be lost, period:





Healthcare – lost dosage records result in patient overdosed on medication
Manufacturing – car manufacturer can tolerate short production line outage, but cannot lose data
regarding bolt torque settings, etc., for fear of lawsuits in case of accidents
EFT – some transactions are worth $M, even if the average transaction is much lower
Stock Trades – like EFT, some transactions are worth $M, and stock price is based on previous
trades (none can be lost)

Therefore, RPO goals must be set based not on the value of an average transaction, but on the value of the
most expensive/critical transaction. If the cost of losing the most valuable/critical data is very high, then an
active/active architecture is the best solution, since it has the best RPO characteristics (least data loss).

Figure 13 – TCO vs Complexity/Cost of Implementation of Various Business Continuity Architectures
To summarize, TCO decreases by orders of magnitude more than the cost that the business continuity solution
increases, as illustrated by Figure 13:




The better the availability, the greater the complexity and implementation cost
The better the availability, the lower the outage cost
Net result, as implementation cost increases, overall TCO decreases, but at a much faster rate

By this measure, the cost and complexity of an active/active solution is clearly more than outweighed by its
superior overall TCO. It likewise illustrates how much better SZT is in terms of TCO compared with basic
active/passive, and for only a marginal increase in cost and complexity. Everyone should at least be running
an SZT configuration!

New Business Continuity Technologies – Synchronous Replication
This paper would be incomplete without a brief discussion of upcoming new features in the HPE Shadowbase
suite of products to address some of the inherent shortcomings of asynchronous replication, to enable you to
make the most informed choice as to which business continuity architecture is right for you.
Asynchronous replication represents state-of-the-art technology, and offers excellent levels of protection
against outages (especially in SZT and active/active configurations), and is more than enough for most
applications.

Gravic, Inc. White Paper

Page 13 of 18

Fingers Crossed? Or What is Your Business Continuity Plan for the Inevitable?
However, it does have some limitations:




Data loss (in active/passive, SZT, and active/active modes)
May require application/data partitioning (in active/active mode), which may result in imbalanced load
across systems
May incur data collisions (in active/active mode)

If we take the average costs of lost data per transaction for various industries (as shown in Figure 12), we can
then estimate the actual data lost costs arising from an outage depending upon which business continuity
technology is employed (Figure 14 and Figure 15). We can see that all of the asynchronous replication
architectures are subject to the possibility of high costs associated with data loss (even active/active, although
it is considerably better than either active/passive or SZT).

1
2
3
4
5
6

Example assumes rate of 500 transactions per second
Retail average transaction ~ $95 (US online) (Source: Monetate 2012)
CC/Debit average transaction ~ $71 (UK) (Source: European Central Bank 2011)
EFT average transaction ~ $1,376 (Source: Canadian Payments Association 2011)
Stock trade average transaction ~ $63,284 (Source: London Stock Exchange 2012)
Asynchronous replication
Figure 14 – Estimated Outage Data Loss Costs for Various Industries by Business Continuity
Technology

Therefore, for the most critical applications, those for which any lost data or downtime will incur unacceptable
levels of business cost, asynchronous replication may be insufficient. For such applications, a new
Shadowbase technology, synchronous replication, will soon be available, which resolves all of these issues.
With asynchronous replication, the source and target databases are updated independently and consequently,
and there is a separation between when the data is updated on the source system and safe-stored on the
target system. (It creates a window where a failure of the source system can
result in updates not replicated to the target system – and the data would
be lost.) With Shadowbase synchronous replication the data is updated
simultaneously on both systems (updates are only committed on the source
system if and when the data has also been safe-stored on the target
system).15

Figure 15 – Estimated Costs of
Lost Data for Average Stock Trade
Transaction
15

For more details on HPE Shadowbase synchronous replication technology, see the Gravic white paper, Choosing a Business Continuity
Solution to Match Your Business Availability Requirements.
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Synchronous replication provides the following benefits compared to asynchronous replication:




Zero data loss (RPO = 0).16 This benefit is graphically illustrated in Figure 14, where the data loss
costs for synchronous replication in any configuration (active/passive, SZT, or active/active), is $0
across the board.
No possibility of data collisions (in active/active mode). During the source transaction update, the data
records are locked on all replicant systems, so it is not possible for another transaction to update the
same data simultaneously.17
No need for application/data partitioning (in active/active mode), because data collisions are avoided.

None

Sync
Active/Passive

Sync SizzlingHot-Takeover

Sync
Active/Active

Better Recovery Point (RPO)

Async
Active/Active

Async
Active/Passive

Async SizzlingHot-Takeover

Better Recovery Time (RTO)

Continuous

Figure 16 – RPO and RTO for Asynchronous vs Synchronous Replication
HPE Shadowbase synchronous replication can be run in any of the same three modes as discussed above for
asynchronous replication. In active/passive and SZT modes, it has the same attributes as asynchronous
replication, with the big exception that there is zero data loss on failover. In active/active mode, as well as zero
data loss on failover, it also avoids data collisions with no application/data partitioning required, enabling the
active/active route anywhere model for any application, ensuring balanced load distribution across systems.
There is now a business continuity replication solution for those applications where any data loss cannot be
tolerated, and for those applications that previously could not run in an active/active configuration (because
partitioning was not possible and data collisions could not be tolerated or resolved). Therefore, Shadowbase
synchronous replication enables the minimum (best) possible values for RPO and RTO, for the widest possible
range of applications (Figure 16).

Summary of Business Continuity Architectures and Technologies
Figure 17 summarizes the characteristics and differences between the various business continuity
architectures and technologies discussed above. The horizontal axis lists each of the architectures (in both
asynchronous and synchronous modes), and the vertical axis lists the main parameters which describe the
attributes of each architecture. Notice that moving from left to right, from active/passive to SZT to active/active,
the characteristics improve, and in each case, the synchronous mode is better than the asynchronous mode.
Which is the best solution for your applications depends upon the specific business continuity requirements of
16

This feature is available with the new product, Shadowbase ZDL. Contact Gravic for more details.
This feature will be available with the follow-on product, Shadowbase ZDL+. Contact Gravic for more details.

17
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each application, but given those, this table helps determine which architecture and technology would best
satisfy your requirements. In any case, there is no better solution than synchronous active/active!
Replication
Mode

1

All users affected, but takeover time same as for Active/Active modes

2

“Required” if run in Reciprocal mode

3

“Yes” if run in Reciprocal mode
Figure 17 – Business Continuity Architecture and Technology – Pros and Cons

In Summary – Match Your Business Continuity Solution to Your Business Risk
It is clear that the costs of prolonged downtime of critical business IT systems are significant (potentially to the
point of shuttering the company). The significance is compounded by the fact that the many events that can
lead to such outages are not rare; it is a case of when, not if. This reality is only acceptable if you have a
complete, documented, and well-tested business continuity plan in place. Maybe you think that you do, but the
data does not support this way of thinking. Many companies are operating with the mistaken belief that their
business continuity plan will work when the time comes, only to find out the hard way that it does not. The first
step is to make sure that this misplaced confidence does not apply to your company; completely document
your business continuity plan, and regularly exercise it in practice.
In order to complete a thorough business continuity plan, the IT architecture to be employed in order to maintain
services in the event of an outage (planned or unplanned) must be selected. This paper has described several
such business continuity architectures, from classic active/passive, through SZT, to active/active, using HPE
Shadowbase asynchronous and synchronous data replication. Many users never get beyond basic
active/passive, but as has been described, this architecture has many issues, which can prevent a successful
and timely failover. It is difficult to test and is risky because it can suffer from failover faults. Consequently, this
model is reactive and provides a false sense of security. The more sophisticated business continuity solutions
(SZT and active/active), while marginally more complex and expensive to implement, when looked at through
the lens of TCO are in fact far more cost-effective. If you are running an active/passive architecture, it will
probably only take one outage during peak processing hours and the costs incurred for you to realize that you
need to move to an SZT or active/active architecture (that is if your business survives at all!).
Asynchronous SZT and active/active configurations are far superior to active/passive, and should be the
minimum solution chosen. However, these configurations also have issues: some data loss (in both cases,
although active/active is 50% less than SZT), and possible data collisions (active/active only).
It may be that for your applications, one or other of these solutions is perfectly good enough (match the
attributes of the solution to the potential costs of a prolonged outage). But, for some, even SZT or active/active
is not good enough (for example, those applications where no data loss is acceptable, or which must be 100%
available, but cannot employ an active/active architecture, because data collisions cannot be tolerated or
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avoided). For these applications, HPE Shadowbase synchronous replication offers a solution, eliminating both
data loss and data collisions when running active/active.
The solution is in your hands, the attention grabbing headlines need never apply to your company. Make sure
that your business continuity plan is based on more than just faith, and that you know for a fact that it will work
when you need it because you have exercised it regularly. Choose an appropriate business continuity
architecture and data replication solution with the necessary attributes to eliminate the risk of large costs due
to an IT outage (which should be at least an SZT configuration). You do not just have to cross your fingers and
hope!
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